
Ethical & Effective AI Adoption
Practical Considerations



Fools rush in where angels fear to tread
Alexander Pope





What do we mean by AI?



AI has been used by vets since 1784





The Problem of Branding – Lots of things are called “AI”

• Robotic Process Automation
• Automation of repetitive tasks
• Executed using scripted processes

• Machine Learning
• Development of automated processing through either 

• Supervised Learning (humans tag information)
• Unsupervised Learning (computer processes infer relationships)

• NLP (Natural Language Processing)
• Processing of text to recognise words and patterns.
• Useful for email filters, voice assistants, Autocorrect, Document 

summaries, information extraction

• Artificial Intelligence
• “All of the above”



Example: Optical Character Recognition

• Application of machine learning

• Uses statistical model of previously scanned documents to identify 
characters in images and non-text based 

• Uses RPA, Machine Learning, and NLP

• Can make images accessible to other ML processes like automated 
data classification / categorisation processes

OCR Scanning



Example: Facial Detection (not the same as Recognition)



Example: Identifying Categories of Document
Reference patterns, Machine learning scans 

content to identify and tag the content as 
having this category of data (Unsupervised)

Supervised learning. Seed rules provided, 
scan content and context and infer if the 

content is one of these categories…



A Simplified View of AI

Magic AI BoxPrompt / trigger Output / Action

Data set Data set Data set

Data set Data set Data set Data set Data set

Data set Data set Data set Data set Data set

Training Data

NB: AI is not magic. It is not intelligent. 
It uses statistical processes to infer the next thing from all the possible next things.
It should be adopted with care, particularly in public sector contexts



LLMs> Not words or concepts but TOKENS AND 
PROBABILITY

Peter Piper picked a peck of pickled peppers but the peppers 
that Peter Piper picked were bitter, so Peter Piper had to pick 
a peck of better peppers

Peter Piper picked a peck of pickled peppers but the peppers
that Peter Piper picked were bitter, so Peter Piper had to pick
a peck of better peppers

Pet er Pip er pick ed a peck of pick led pep per s

Pet 1 0.8 0.2 0.8 0.2 0.5 0.65 0.2 0.35 0.2 0.1 0.1 0.1 0.85

er 0.8 1 0.8 0.1 0.8 0.8 0.1 0.65 0.1 0.1 0.2 0.3 0.3 0.625

Pip 0.2 0.8 1 0.8 0.2 0.3 0.3 0.1 0.2 0.2 0.5 0.6 0.8 0.825



Risks to Consider

• Unauthorised disclosure of data to staff using AI tool
• Personal Data 
• Personal data of 3rd parties (not staff / customers)
• Commercially sensitive

• Potential impact of staff personal email / documents being ingested into internal training data 
sets

• Data access is restricted based on user access rights – often these are over-loose in organisations
• User might not find things but the bot searches for patterns etc.

• Label Persistence 
• AI tool may not inherit labels/classifications applied to documents/files
• User might not be aware of “Top Secret” classification if label is stripped!
• AI generated content will still need to be tagged/labelled

• POTENTIAL ENSHITTENING OF KNOWLEDGE RISK IF THIS IS AUTOMATED BADLY!!!

• Content cannot be guaranteed accurate or 100% factual
• HUMANS are still needed!!
• “Hallucination” still possible!
• Potential automated “cut and paste” errors if data of other data subjects is included in auto generated 

content



“Microsoft 365 Copilot uses your existing permissions and policies to deliver 
the most relevant information, building on top of our existing commitments 
to data security and data privacy in the enterprise. This means it is 
important to have good content management practices in the first 
place. For many organizations, content oversharing, and data 
governance can be a challenge.“

How to Prepare for Microsoft 365 CoPilot

Caveat Emptor!





Ethics and AI



Ethical Life Stage Events in AI Initiatives

The Intent The Model The Action
The 

Outcome
The Impact

• What is the thing you want to do?
• Is that thing ethical?
• Is the thing possible?

• How was the model trained ?
• What data sources?
• Are there IP or other risks?
• What environmental cost?

• Is the desired action POSSIBLE?
• How will the action be taken?
• What is the action to be taken?
• How will quality be assured?
• Is there risk of wrong action?

• How can actions be corrected?
• Will this feedback to the model?
• Will this feedback to DM practices?
• Who will take action / fix action?

• What will the outcome be?
• Does the outcome match intent?
• Are there unintended outcomes?
• What happens next?

• When it is running, what is 
the input data?

• How has the data the model 
runs against been curated?

• What is the lineage of your 
internal data?

• What is going to change
• If things go well?
• If things don’t go well?

• How will negative impacts be mitigated?



Castlebridge Information Strategy Framework © 2014 Castlebridge



Serious Implications in Real World Applications

• Families penalised based on AI-derived risk 
indicators

• Families received tax demands that lead to 
poverty

• Some committed suicide

• 1000 children taken into care

• Dutch DPA fined government €3.7 million

• Multiple violations of GDPR

• No legal basis for processing data using AI



Some arguments won’t fly…



I’ll buy that for a dollar!

• What can we learn from 
Chevy and Air Canada?

• What fundamentals of data 
management (and IT 
management) should be 
applied to make AI 
implementation
• ETHICAL?

• EFFECTIVE?



Ethical Principles for AI?

Episteme (Principle)Episteme (Principle)

Phronesis (Practice) 

Techne (Craft)Techne (Craft)



About Standards…

• Current count: 300+ standards for AI

• Deal with a range of issues 

• Many are sector / application specific

• Do you know what standards apply?



Navigating Regulation



Key Regulatory Considerations

GDPR EU AI Act
EU AI Liability 

Directive

• Transparency – Article 13 / 15

Other jurisdictions are developing AI Regulatory frameworks (e.g. Ghana)

• Automated Decisions – Art 22

• Integrity of Processing– Art 32

• DP by design/default– Art 25/35

• Accountability – Art 5(2) / 24

Coming Soon!

• Prohibited practices – Article 5

• Transparency – Article 52

• Documentation – Art. 11 / Annex IV

• “High Risk” AI – Article 6 / Annex III

• Data Governance – Article 10

• Transparency – Article 13

“Special Category Data” – OT Decision CJEU – 
can now apply where inferred data.



Key Risk to Consider – Platform / Vendor lock in

The cost of and disruption of changing a supplier of an AI / ML tool will be significant

What happens if your supplier goes out of business?

What happens if your support supplier goes out of business?

What happens if embedded processes are not functioning correctly?

How do you comply with Article 32 of GDPR if you cannot recover the processing 
capability?

How do you comply with Article 32 of GDPR if you cannot recover the processing 
capability?

What happens your supplier starts using your data for training?



DPIAs are ESSENTIAL!!

• Processing will potentially be on a large scale
• Key test: will it be large scale processing of personal data

• Processing will likely involve matching or combining of data sets

• Processing will likely be innovative or apply new technologies
• CNIL guidance is AI is not automatically innovative.

• Are you using an experimentally validated process that has been tested in real world conditions?
• Are you using experimental techniques or methods that rely on statistical approaches or where risks are 

unknown (or unknowable)?

• Potentially will involve processing of special category data
• OT case in CJEU – need to be aware of the risk of inference of special category data by an AI / ML process and 

apply appropriate safeguards

• Need to consider RISK to data subjects
• Does the processing result in outcomes that could impact individuals?
• Does the processing result in outcomes that could be impactful on individuals?

• Need to consider different risks between TRAINING and OPERATION of  a system



A Risk Based Approach to AI is Essential!
• Is your proposed use of AI in a category of “High Risk” AI?

• Even if not high risk, are you processing data relating to people?
• Are you drawing inferences about people using an AI system?
• Are you enriching/correcting data based on Machine Learning/AI processes?
• Are you making decisions relating to people in an automated way?

• What are the risks to your organisation if the process doesn’t work?
• How can you mitigate risk of error in generated summaries or translations?
• How will your ‘future state’ organisation handle outages or exceptions?
• How will you correct errors (and prevent the AI systems from repeating the mistake)?

• What is the impact of bias on your outcomes?
• Data bias
• Model Bias
• Human cognitive bias?

• Have you considered the impact on ‘corporate memory’ and technical / process 
debt if you over optimise the system?



So.. What to do?



FOMO is not a Strategy

• If you build it, they may not come

• Reasons:
• Misaligned against Business Goals
• Poor execution of initial implementation
• Lack of readiness
• Exposing defects
• Technical and Data Debt falling due

• Mitigation
• Raise awareness of dependencies
• Educate Stakeholders
• Plan for exception handling / issue management



Consider your Risk Appetite (Near Term)

RISK
OF 
MEDIA
ATTENTION



Avoiding a Recipe for Ethical and Effectiveness Disaster

Develop 
Use Cases

Assess 
Risks

Execute 
small scale 

pilots

Validate 
Outcomes / 

Update 
Risks

Improve 
Controls / 

Safeguards

Phased Roll 
Out

• Engage stakeholders. 
• “Dragons Den” Use Cases for pilot
• Rigorously vet use cases for feasibility
• Is the use case ethical / legal / do-able?

• Legal, Operational, Societal
• Risks to Organisation & to 

Stakeholders
• Consider ‘quick win’ mitigations
• Is it a ‘proven’ application of tech?

• Assess Data Quality
• Review quality of training data
• Understand lineage of data & 

inherent risk

• Execute pilot testing
• Evaluate outcomes against 

expectations
• Assess effectiveness

• Review outcomes (ethical / legal 
/operational

• Reassess risks and safeguards
• Go / No Go decision

• Update safeguards and controls
• Correct source data / metadata
• Tune AI model (if possible)

• Rigorous review of operation
• Roll out in phases
• Recognise: Not all processes need / 

benefit from AI ‘enhancement’

• Tune Use Cases based on feedback
• Maintain Use cases to reflect 

regulatory requirements



“If you don’t know where you’re going, 
Any road will take you there”

- George Harrison



Aligning for Outcomes

Process level Use case.. “we 
want to do X using Y data”



Aligning for Outcomes

Process level Use case.. “we 
want to do X using Y data”

How AI/ML initiatives often 
start: “We want to turn on 

SYSTEM X”



Aligning for Outcomes

Process level Use case.. “we 
want to do X using Y data”

How AI/ML initiatives often 
start: “We want to turn on 

SYSTEM X”

Enterprise Context: Often 
overlooked



Ethical Life Stage Events in AI Initiatives

The Intent The Model The Action
The 

Outcome
The Impact



Castlebridge Impact Assessment Framework For AI 

Define 
Business Need 

/ Approach

Assess Information Environment

Data Culture / 
Awareness

Data Quality

Data Capability 
Maturity

Technical 
Feasibility & 

Novelty

Business Area 
AI/Data Literacy

Assess Regulatory 
Drivers

Assess Regulatory 
Constraints

Evaluate Alignment 
to Ethics Principles

Evaluate

Validate if High 
Risk AI System

Not Legally 
Permitted

Revise Business Need/Approach

Assess Other 
Impacts

Data Quality 
Risks Identified

AI/Data Literacy 
Gaps Identified

Does Not Align 
Ethics Principles

Regulatory/ Risk 
Safeguards Req’d

Revise Business Need/Approach

Develop Mitigations

Implement

Educate

Operate

Oversee

Remediate

Maintain

Improve

Cannot Mitigate Risk? Revise Business Need/Approach

Technically Not 
Feasible / Alternative 

Method



Other Simple Recommendations
1. Adopt a risk-based approach

2. Define clear use cases based on risk / need – be clear what is the problem/need you are 
addressing!

3. Be clear about the need for ENABLING DATA DISCIPLINES to be addressed first as enablers

• Metadata management

• Data Quality

• Document & Content Management

• Data Security controls /access controls

• (Many organisations will gain significant benefits from this alone, before doing anything ‘fancy’)

4. Conduct rolling DPIAs/Risk Assessments

5. Learn from high profile disasters 

6. Be sceptical!

7. Be ready to invest in humans – error correction, process design, data literacy/acumen, 
model tuning, quality control – all of this requires human skills!

8. Document, document, document



Example: Microsoft CoPilot in Local Government

AI Use Cases:
• Contact Centre call note summarisation (from audio recording)
• Meeting summarisation and automated assignment of actions (by email)
• Tender submission evaluation / comparison
• Automated translation of critical information
• CoPilot Exception Handling case logging (into IT Helpdesk)

Data & Information Governance Programme:
• Data classification & categorisation
• Data quality assessment and remediation
• Tuning of permissions and weightings in AI models to address reported errors
• Prompt tuning / correction
• Root cause analysis
• Master Data / Metadata enrichment
• Data Governance standards and oversight

IT Helpdesk Exceptions Handling



I love it when a plan comes together
Hannibal Smith
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